
Computing in ZN

� N ∈ N, a ∈ Z: [a] = {x ∈ Z : N | (a − x)}
� ZN = ({[a] : a ∈ Z},⊕,�) is a ring

� Z∗
N is (multiplicative) group of invertible elements.

Theorem
a ∈ ZN is invertible if and only if gcd(a,N) = 1.



Computing the inverse

� Given: a ∈ Z, N ∈ N
� Compute x, y ∈ Z with gcd(a,N) = x · a + y · N with extended Euclidean algorithm

� If gcd(a,N) �= 1, then a /∈ Z∗
N

� Else: a−1 = x



Fast exponentiation

� Given: a, e,N ∈ N
� Task: Compute ae (mod N)

� Suppose: e has n bits, i.e.,

e = �bn−1, . . . , b0� =
n−1�

j=0

bi2
i .



Fast exponentiation algorithm

function exp(a, e,N)

Input: a, e,N ∈ N
Output: h ∈ N with h ≡ ae (mod N)

h = 1, s = a

for j = 0 to n − 1
if bj = 1

h = h · s (mod N)
s = s2 (mod N)

return h



Analysis

Theorem
Given a, e,N ∈ N with 0 ≤ a ≤ N, one can compute s ∈ N with s ≡ ae (mod N) in time
O(M(size(N)) · size(e)), where M(n) denotes the time required for n-bit multiplication.



Subgroups

Definition
Let G together with � be a group. A subset H ⊆ G is called a subgroup of G, if H together
with � is itself a group. We write H � G.

Theorem
H � G if and only if for each a, b ∈ H one has a � b−1 ∈ H.



Example

� H � Z
� H � Z5



Cosets

Theorem
Let H � G. The relation a ∼ b if a � b−1 ∈ H is an equivalence relation with equivalence
class [a] = a � H = {a � h : h ∈ H}.





Example

� G = Z, � = +, H = N · Z



Cosets

Lemma
If H is finite, then |a � H| = |b � H| for each a, b ∈ G.

Corollary (Theorem of Lagrange)
If G is a finite group and H � G, then |H| | |G|.



Fermat’s little theorem

Theorem
If N is a prime number, then

aN−1 = 1 (mod N)





φ(N)

Definition
For N ∈ N we define φ(N) = |Z∗

N |.

Example

� φ(N) = N − 1 if N is prime.

� φ(15) =.



Recap: Rings

A set R is a ring if it has two binary operations, written as addition and multiplication, such that
for all a, b, c ∈ R

(R1) a + b = b + a ∈ R

(R2) (a + b) + c = a + (b + c)

(R3) There exists an element 0 ∈ R with a + 0 = a

(R4) There exists an element −a ∈ R with a + (−a) = 0

(R5) a(bc) = (ab)c

(R6) There exists an element 1 ∈ R with 1 · a = a · 1 = a

(R7) a(b + c) = ab + ac and (b + c)a = ba + ca.



Recap: Rings

Examples:

� Z
� ZN

� R1 × · · · × Rk , where R1, . . . , Rk are rings.

� The set of n × n matrices over Z with the standard matrix addition and multiplication.



Example of an easy ring-theorem

Theorem
Let R be a ring, then for each r ∈ R one has

0 · r = 0 = r · 0.



Ring homomorphism

If R and R1 are rings, a mapping θ : R → R1 is called a ring homomorphism if for all r, s ∈ R:

(1) θ(r + s) = θ(r) + θ(s)

(2) θ(rs) = θ(r) · θ(s)
(3) θ(1R) = 1R1

Examples:

� f : Z → ZN , f(x) = [x]N
� g : Z → Z× ZN , f(x) = (x, [x]N).



Chinese remainder theorem

Theorem
Suppose a and b are relatively prime integers. Then the map

f : Za·b → Za × Zb

[x]a·b �→ ([x]a, [x]b)

is a ring isomorphism, that is, a ring homomorphism that is also a bijection.



φ(·) is multiplicative

Corollary
If a, b ∈ N and gcd(a, b) = 1, then φ(a · b) = φ(a) · φ(b).



φ(·) and factoring

Corollary
Let N = pe1

1 · · · pek
k be the factorization of N into distinct prime numbers p1, . . . , pk , then

φ(N) =
k�

i=1

(pi − 1) · pei−1
i


