Plan for today
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Recap: rings, groups, Lagrange’s Theorem, Euler ¢-function, Chinese remainder
theorem

v

Euler’'s and Fermat’s little theorem
RSA cryptography
Primality tests
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Recap: Rings

A set R is a ring if it has two binary operations, written as addition and multiplication,

such that for all a,b,c € R

R1
R2
R3

(R1) a+b=b+a€R

(R2)

(R3)

(R4) There exists an element —a € R witha + (-a) =0
(R5)

(R6)

(R7)

N
~ (a+b)+c=a+bB+c)

< There exists an element 0 e Rwitha+0=a
g

V'(RD) a(bc) = (ab)c

R6
R7) a(b +c) = ab + ac and (b + ¢)a = ba + ca.

J There exists an element 1 e Rwith1-a=a-1=a
N
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Recap: Rings

Examples:
> Z } NOTTRERS HeRE §18Y NoT HYE o pulTIICATINE  INVELSE
> ZN
» Ry X---X Ry, where Ry, ..., Ry are rings.
[ » The set of n X n matrices over Z with the standard matrix addition and multiplication.
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Example of an easy ring-theorem

Theorem
Let R be a ring, then for each r € R one has

0-r=0=r-0.



Ring homomorphism

If R and R are rings, a mapping 8 : R — R is called a ring homomorphism if for all
r,s € R:

(1) 8(r+s) =) + 9(s)
(2) a(rs) = a(r) - &(s)
(8) 8(1g) = 1,
Examples:

" f 1 Z = Zy, f(x) = [xIy
> 8L = ZXZy, f(x) = (x, [x]n)
N-= &

x = 18
f(x)=3



Chinese remainder theorem

Theorem
Suppose a and b are relatively prime integers. Then the map

f : Zap — LaXZp
[(xXlap > ([xla, [x]p)
is a ring isomorphism, that is, a ring homomorphism that is also a bijection.
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o(-) is multiplicative

Foe NeN , b)) = l// ( {xe ;O,../NE . 5Ciz";)\‘>$‘l

Corollary
Ifa,b € N and ged(a, b) = 1, then ¢(a - b) = ¢(a) - ¢(b).
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¢(-) and factoring

Corollary
LetN = pi'---pi* be the factorization of N into distinct prime numbers py. .. ., Dk, then

k
P(N) = ﬂ(pl- -1-pi!
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Recap: Groups

A set G is called a group if it has a binary operation o such that for alla,b,c € G
GO0) aobe G

J

J(G1) ao(boc)=(aob)oc

J(G2) There exists an element 1 e Gwithloca=aol=a
HG3) There exists an element al'eGwithaoal'=a'oa=1
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Subgroups

Let G be agroup and H C G. H is a subgroup of G if H is a group itself. We write H @f

Theorem
Let G be a group and H € G. Then H < G if and only if for each a, b € H one has

a-b-'eH.
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Lagrange’s theorem

Theorem
Let G be a finite group and H be a subgroup of G, then

|H| divides |G|.
=
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Lagrange’s theorem
Theorem
Let G be a finite group and H be a subgroup of G, then
|H| divides |G].
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The order of a group-element

Let G be a group and g € G. The order of g is the smallest number i = uch that
i

g =1

holds.
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Fermat’s little theorem

Corollary

LetNeNanda ¢ 73, hen
a®M - 1.

L‘> G~2<>u1° Wi | 2= 4D
Corollary (Fermat’s little theorem)
Let N be a prime number. For eacha € {1, ..., N — 1} one has
A l=1 (mod N).
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NYEINDES
RSA e
AV Q.q‘(@\?(’

Bob) T m=sASE 9 werLse cave
» Generates large (512 bits) primes p and g ) -
~¢> Computes N =p - q. 20 Ca-1) =66) )

. T
~"> Selects encryption exponent e such that ged(e, p(N)) = 1
~ [PUBTIC Key:\(N. e) >
ice:{ o s<€wps Tk NesshARC T Tam e

< » Converts message to bit-string m eocLipeary
A I oz VR

» Sends s = m¢ (mod N) to Bob
Bob: :>< FosT nopubﬁf\:
it TiaT

» Computes y = ¢! (mod ¢(N)) ExPon €nTIATID

J » Computes s* = m (mod N). 1—/
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RSA Prock
To  Satal < = m ‘mbé'{‘

Bob: P ey  ed
» Generates large (512 bits) primes p and ¢ - Pee gre =l madgly
» Computes N =p - q. >
» Selects encryption exponent e such that gcd(e, p(N)) = 1
» Public key: (V, e) M 1+ KIWN) ) K [?_3) Ca—
. S = » PEEIVEN
Alice: L
. . 1«‘1’5—3\—
» Converts message to bit-string m
» Sends s = m¢ (mod N) to Bob cose 1) P\L " oo fY\\L\ 2 mo& P
Bob: = > K g -\ e K(ﬁ—\)(jo")>
-1 - m 2 ! w\_/—\/\/
» Computesy = e~ (mod ¢(N)) woA
<4 P
» Computes s”[=ym (mod N). ™~
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Implementing RSA: Two guiding questions

A) How to recognize prime numbers? — TaulaLivy TEST
B) Are the prime numbers dense enough such that a random rn-bit number is a prime
with reasonable probability? —«,  fa\ngs NOTBeZ Trgplea OND
RrLagp LResois



Primality tests

» Weak Fermat test < Rapppm&o faarac )Ty T€sTs
M

» Charmichael numbers MW, ouTPuT [AY BE  (RCoRRECT,
> The Miller-Rabin test BOV Tws Hflevs WITH  BouwbeD
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The weak Fermat test Teemm s Lme Tre.

N?e_m((é,’mgm,m N ¥a <7
Input: N € N odd = DQ} e Z/N

v

» Assert: Composite or probably prime A \ol
» Choosgac{l,..., N — 1} uniformly at random
» (f V! (mod N)= 1 assert probably prime

v

else assert composite
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Carmichael numbers

An odd composite number N € N is called Carmichael number if

VaeZy: A =1.
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If N is not Carmichael

Theorem
Let N be an odd composite number that is not Carmichael, then the weak Fermat test
asserts probably prime with probability at most 1/2.
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How do Carmichael numbers look like

Theorem
Every Carmichael number N is of the form

N =pi - pr.

where the p; are distinct primes and (p; — 1) | (N —-1) fori=1,..., k.



